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[bookmark: _Toc217380584]Overview 

Xero Trust is a Zero Trust VPN solution developed and operated by Axiomio. 
Our mission is to provide secure, encrypted, and private network connectivity while collecting only the minimum data necessary to operate the service. 
Xero Trust follows a privacy-by-design and Zero Trust security model. 

[bookmark: _Toc217380585]Information We Collect

2.1 Account & Authentication Data 
To provide access to Xero Trust, we collect limited information such as: 
· Email address or user identifier 
· Organization or workspace identifier 
· Authentication credentials or tokens 
This information is used only for identity verification and access management. 
2.2 Device & Connection Metadata 
For secure operation and troubleshooting, Xero Trust may temporarily process: 
· Device identifier or public key 
· Operating system and app version 
· Connection timestamps 
· Session duration 
· Assigned virtual IP address (temporary) 
🚫 We do NOT collect or log: 
· Browsing history 
· DNS queries 
· Traffic content 
· Application usage 
· Files, messages, or payload data
2.3 VPN Traffic 
All network traffic routed through Xero Trust is: 
· End-to-end encrypted 
· Not inspected 
· Not logged 
Axiomio has no visibility into user activity within the VPN tunnel. 
[bookmark: _Toc217380586]Xero Trust Architecture 

Xero Trust operates under a Zero Trust security model, meaning: 
· Every connection is authenticated 
· Access is granted per user and per device 
· No implicit trust is given based on network location 
Access policies are enforced continuously. 

[bookmark: _Toc217380587]How We Use Information

Collected data is used strictly to: 
· Authenticate users and devices 
· Establish secure VPN connections 
· Enforce access control policies 
· Detect abuse or security threats 
· Maintain and improve service reliability 
We do not use user data for advertising, tracking, or profiling. 
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Axiomio does not sell, rent, or trade user data. 
Data may only be shared: 
· When required by law 
· To protect against fraud or abuse 
· With trusted infrastructure providers under strict confidentiality obligations 
[bookmark: _Toc217380589]Data Retention

· Account data is retained while the account remains active 
· Connection metadata is stored temporarily for operational and security purposes 
· Data is deleted upon account termination unless legal obligations require retention
[bookmark: _Toc217380590]Data Security

We protect user data using industry-standard safeguards, including: 
· Strong encryption 
· Secure key-based authentication 
· Restricted internal access 
· Regular security reviews 
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Users have the right to: 
· Access their personal data 
· Request correction or deletion 
· Terminate their account at any time 
Requests can be submitted by contacting us at contact@axiomio.com 
[bookmark: _Toc217380592]Children’s Privacy

Xero Trust is not intended for children under the age of 13, and Axiomio does not knowingly collect data from children. 
[bookmark: _Toc217380593]Changes To This Privacy Policy

This Privacy Policy may be updated periodically. Any changes will be posted on this page with an updated revision date. 
[bookmark: _Toc217380594]Contact Information 

Company: Axiomio 
Product: Xero Trust 
Email: contact@axiomio.com 
Website: https://xerotrust.ai/ 
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